Quality Assessment and Accountability Systems
CASAS Statement Regarding Privacy and Confidentiality

CASAS manages student-level data that comprises personal (private) information in compliance
with all applicable federal and state privacy laws including, but not limited to, the FERPA of
1984 (20 U.S.C. Sec 1232g), HIPAA, COPPA, CCPA, California Education Code sections 49060 to
49070, and California Assembly Bill 1584. CASAS security measures incorporate advanced
industry standards and protocols to ensure data is secure and confidential and that
unauthorized personnel are unable to gain access to personal data.

Specifically, CASAS ensures compliance with all of the provisions listed below.
A. For purposes of this Statement, the following terms have the following meanings:

(1) “Learner” means a person who provides personally identifiable information toan
end-user that is subsequently stored in the CASAS software database.

(2) “End-user” includes school districts, community colleges, workforce agencies, other
state and local governmental agencies, non-governmental/community-based
organizations, and private corporations.

(3) (A) “Learner records” means any information directly related to a learner that is
maintained by the end-user.

(3) (B) “Learner records” does not mean any deidentified information, including
aggregated deidentified information, used by CASAS to improve its software
applications and better inform end-users of new features related to adaptive or
customizing learning.

(4) “CASAS” refers to the provider of TOPSpro Enterprise, CASAS eTests and NEDP
digital assessment software or services, including cloud-based services, for the
digital storage, management, and retrieval of learner assessment and accountability
records.

B. The online environment in which CASAS hosts its software applications — TOPSpro
Enterprise, CASAS eTests, NEDP, and WLNAS — has received Federal Information Security
Management Act (FISMA) Moderate Authorization and Accreditation from the U.S. General
Services Administration. FISMA requires federal agencies to develop, document, and
implement an information security system for its data and infrastructure. The security and
compliance framework covers FISMA Low and Moderate, PCI DSS Level 1, FIPS 140-2, ISO
27001, and SAS-70 type Il. The server environment additionally complies with HIPAA
regulations and is subject to third party audits.
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By accessing CASAS online software applications end-users enter into a contract/online
account agreement (OAA) with CASAS for either or both of the following purposes:

(1) To obtain services, including cloud-based services, for the digital reporting,
management, and retrieval of learner records.

(2) To obtain digital educational software that authorizes CASAS to access, store, and
use learner records in accordance with the contractual provisions listed in
subdivision C.

CASAS assures such end-users that establishing an online account for purposes of
subdivision B that it will maintain the continued confidentiality and security of the student
data processed, stored, or transmitted under the OAA and that end-users confirm that
they are in compliance with all applicable federal and state privacy laws regarding the
collection, use, storage, and deletion of such data. Other than end-users, CASAS does not
sell or share any end-user or student data or personal information, other than possibly
aggregated deidentified information (as defined above) with other third parties. End-users
and such third parties may maintain separate privacy policies and any required
notices/disclosures separate and apart from CASAS. Personally identifiable information
collected includes:

(1) Name

(2) Address

(3) Telephone

(4)  Email

(5) Identification numbers

(6)  Social Security number

(7) Race

(8)  Ethnicity

(9) Language

(10) Gender

(11) Birthdate

(12) Education

(13) Employment history

(14) Disabilities

(15) Parent’s name

(16) Guardian’s name

In addition to compliance with all applicable federal and state privacy laws that may be
applicable, End-users shall also establish a system of safeguards that will, at a minimum,
include the following:

(1) Procedures and systems that ensure all learner records are kept in secured facilities
and access to such records is limited to personnel with legitimate interests who are
authorized to have access to said data.
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(2) All designated CASAS and end-user staff involved in the handling, transmittal, and/or
processing of data recorded under the OAA will be required to execute a
confidentiality agreement requiring said personnel to maintain the confidentiality of all
learner related personally identifiable information.

(3) Procedures and systems that shall require the use of secured passwords to access
computer databases used to process, store, or transmit data provided under this OAA.

(4) Procedures and systems, such as good practices for assigning passwords, are
utilized and shall continue to be developed and implemented to maintain the
integrity of the systems used to secure computer databases used to process,
store, or transmit data provided under the OAA.

(5) Procedures and systems that ensure that all confidential learner data processed,
stored and/or transmitted under the provisions of the OAA shall be maintained in a
secure manner that prevents the interception, diversion, or other unauthorized
access to said data. No data will be submitted or accepted unless it is processed
through the secure, encrypted upload steps or through a secure FTP site.

E. California residents have the right to request that we provide them with access to or
copies of personal information we have collected about them, including a request for
us to delete personal information subject to certain exceptions. Any information
collected from you regarding these requests will only be used in conjunction with
processing your request and will not be stored by CASAS. We do not discriminate
against anyone who chooses to exercise any rights regarding personal information that
we have collected.

F. If you have any questions about this Statement Regarding Privacy and Confidentiality,
the ways in which we collect and use your personal information, your choices and
rights regarding such use, or to understand or exercise your rights under California
law, please contact CASAS at casas@casas.org.

(1) Secure procedures to return submitted custom data to end-users that require revision
and/or submission will be used. This process will ensure data are securely transferred
and valid data are available through the Transitions Data initiative.

(2) The procedures and systems developed and implemented to process, store, or
transmit data provided under the OAA shall ensure that any and all disclosures of
confidential learner data comply with all provisions of state and federal law relating
to the privacy rights of learners including, but not limited to, the FERPA of 1984 (20
U.S.C. Sec 1232g), HIPAA, COPPA, California Education Code sections 49060 to 49070,
and California Assembly Bill 1584.
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